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Summary

The first stage bootloader (FSBL) is a key component in the boot process of STM32N6 microcontrollers.
It is responsible for initializing the system, configuring the hardware, and loading the application code
from external memory into the internal or external memories for execution. This article provides a quick
tutorial on how to use the FSBL in the load and run mode including the process to program the external

memory.

It covers two practical examples, the first being a simple blink LED application running directly from the
FSBL. The second being a more useful setup, where the FSBL loads an application from external

memory and runs it from the internal RAM.

Introduction

At power-on, the boot ROM copies the FSBL binary from the external memory into the internal SRAM.
Once the boot ROM task is completed, it will jump to the FSBL project, which is usually responsible for
executing the clock and system settings, and configuring the external memories. Finally, it either copies
the application binary in internal SRAM or sets the external memory in memory mode. When done, the
application itself starts up and runs. If you want to know more about the boot ROM, check this knowledge

article.

Joeqpss

On STM32N6 MCUs, the first-stage bootloader (FSBL) must be signed or at least have a valid header, so
the boot ROM can execute it in a secured-locked state. The FSBL layout includes several key

components, and more details are available in this article.

This article uses the STM32N6570-DK as the base for its hands-on portion, but the content can be
tailored to any specific STM32N6 hardware. Two examples are shown: the first exam ﬁf Ask Al
S

Slink
LED running directly from the FSBL, and the second example is composed of two bir.
application and FSBL. Both examples have the header added and programmed on the external mem~»-
It is up to the FSBL to execute the application directly from the internal RAM, or copy from the exter o
FLASH to the internal RAM and execute the application. =
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1. FSBL main features

The FSBL can be used in several different ways, each suited to specific application requirements. The

following sections describe the two modes that the FSBL is used in this article.

1.1 Application as part of the FSBL

In this mode, the boot ROM fetches the FSBL from external serial NOR flash memory. As the FSBL and
application are contained in the same binary, there is a 511 KB size limitation in this mode. This is due to
the total area of 512 KB that the boot ROM copies from the external memory into the internal SRAM. The

visual representation can be observed in the small animation below:

OX7FFF FFFF

External
FLASH

FSBL project (data)
FSBL project (code)

0x7000 0000

Internal
SRAM

0x1800 0000

1.2 FSBL with load & run application

In this mode, the boot ROM fetches the FSBL from external flash memory. This time, the FSBL proceeds
to configure the external memory and fetch a second binary stored in it, then copy it into the internal
SRAM. Once the binary is loaded, the FSBL jumps to the new position in RAM, where the application
code is located and starts the execution. This mode is applicable to a few examples available in the
STM32Cube_FW_NB6. The interesting aspect is that the 511 KB size limitation is no longer applicable, as

the user code can be placed in the remaining area of the internal RAM.

[ Ask Al
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Appli project (data)

Appli project (code)

FSBL project (data)

FSBL project (code)

BootROM

2. Hands-on with blink LED

This article assumes you have installed STM32CubeMX (6.13 or later), the latest version of the
STM32N6 HAL driver, STM32CubeProgrammer (2.18 or later), and STM32CubelDE (1.17.0 or later). The
hardware used to showcase is the STM32N6570-DK and make sure you have it in DEV boot mode to

program the code:

]

=

1. Disconnect board to User computer (CN6)

Set DEV BOOT configuration = B E00Ti

3. Set JP2 to position 1-2

Connect board to User computer (CN6)

Board Dev Boot configuration

M szoomo

DEV BOOT configuration

1

| JP2 position 1-2 : 5V-STLINK

2.1 First demo with simple FSBL blink code

The project needs to configure a few peripherals to properly work, including the greer ad

<

g .
with the PO1 and its active HIGH to validate the first step. Also, the FSBL and applic — ASK Al

same binary. So, let us start with this initial configuration first.

Create a new project using the STM32CubeMX and select the [STM32N657X0H3Q]. Select the op:

use the [Secure Domain only].
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2.1.1 Configure the LED pin

How to create an STM32N6 FSBL load and run | Community

Locate the PO1 and configure it as GPIO_Output and use the label to name it GREEN_LED.

Reset State
FMC_A23

XSPIM_P1_NCS2
GFIO_Input

GFPIO_Analog
EVENTOUT
GPIO_EXTI

GPIO_Output (PO1) |GREEN_LED|

We need to assign the GPIO to be used by the FSBL
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Categories

Configuration
System Core i Group By Peripherals o
+ FSBL  Application ExtMemL...
CORTEX_MS55_F...
CORTEX_M55_5 |
GPDMA1 O [J Show only Modified Pins
GPIO
— el [ S Tenc_lownenlopo_oro Japo
PO1  nla First S n/a Low Qutput - No puII Low GREE_. M
O O O
O O O
NVIC1_S_Applicat... /|
NVIC_FSBL
O O O
RCC V| | /|
| O
O O O
Analog 3 P01 Configuration : )
Pin Context Assignement |First Stage Boot Loader ~ |I
Timers »
GPIO output level |Low ~ |
Connectivity h s
~ FSBL  Application ExtMemLo GPIO mode |Output Push Pul v
O O |
| | | GPIO Pull-up/Pull-down |No pull-up and no pull-down W |
g (] |
0 0 0 Maximum output speed |Low ~ |
i 1 M

2.1.2 Code generation and editing

In the [Project Manager] tab, ensure the [FSBL] checkbox is selected and generate the code for your
preferred toolchain.

LU VA

Pinout & Configuration Clock Configuration Project Manager

Project Settings

Project Name ‘LED_Togg\e

Project Location ‘ Browse

Project Structure FSBL [JAppli [ ExtMemLoader

Application Structure ‘Advanced V‘ [J Do not generate the main()

Toolchain Folder Location ‘ ‘
Toolchain/ IDE STM32CubelDE | [ Generate Under Root

Linker Settings

Code Generator

FSBL Appli ExtMemLoader
Advanced Settings Minimum Heap Size fox200 | px200 | [ox200 ]
Minimum Stack Size lox800 | jox800 | [ox800 |

)  Thread-safe Settings

Once the project is created, add these two lines in the main loop:

while (1)

{

/* USER CODE END WHILE */

/* USER CODE BEGIN 3 */

HAL_GPIO TogglePin(GREEN_LED GPIO Port, GREEN LED Pin); [3 Ask Al
HAL Delay(100);

}
/* USER CODE END 3 */ /7
Y
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Make sure that your project settings are configured to generate the *.bin as well, since we use it to run

the scripts.

Build: =
~ C/C++ Build Debug [ Active] | | Manage C
Build Variables

Environment

outputs
GCC Assembler

-0 symbolsrec)

32N657X0HXQ_AXISRAM2Z fsbl.Id

Restore Defaults

Cancel

Enter in debug mode and validate that your code is working. Now that you have, we need to add the
FSBL header to ensure that the boot ROM is capable of reading and copying it from the external memory.
To do this, we use the STM32CubeProgrammer’s CLI. The next assumes the STM32CubeProgrammer

was installed in the default path, if not, make sure to adjust it accordingly.

2.1.3 Adding the header

To facilitate the process, its possible to type [cmd] in the binary folder. For example

.\LED Toggle\STM32CubelDE\FSBL\Debug. This will pop up the cmd in the selected path and its
possible to use the command line interface from STM32CubeProgrammer and its Signing Tool. Starting
from STM32CubeProgrammer version 2.21.0, a new parameter is needed at the end "-align". Please

make sure you use the updated command, as follows:

"C:\Program
Files\STMicroelectronics\STM32Cube\STM32CubeProgrammer\bin\STM32_SigningTool CLI.exe
" -bin LED _Toggle FSBL.bin -nk -of 0x80000000 -t fsbl -o Project-trusted.bin -hv 2.3
-dump Project-trusted.bin -align

[ Ask Al
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for payload with header v
tion...
acting Enmtry point value from the input file. ..
Entry point value : 8x34188c1l

Project-trusted.bin

A44d32
A0 00 00 B0 A0 00 00 PO Q0 00 00 PO 00 00 00 00 00 00 00 0B 00 00 08 00 00 00 00 00 00 00 00 00
%) 20 00 00 00 QD 00 6O OO 00 PO OO 6O 06
) 00
Checksum: @x2efbOc
Header versi
S1
Load address:
Entry point: 1808c11
Image version: Ox0
Extension: @xB80000¢

This creates the header for the binary, which can now be loaded into the external FLASH using
STM32CubeProgrammer.

2.1.4 Programming the binary

Make sure that the external loader for the flash memory is enabled and use the address [0x7000 0000] to

program the binary.

STM32CubeProgrammer

Select Name Start Address Memory Size Page Size Type

000 128M 0x1000 NOR_FLASH

0x60000000 0x1000 NAND_FLASH

Live Update  Verbosity level LI} 2 3

UK CONMECTIoN MOae 15 Te?

WITTT T HVITST TESET moe

17:43:13 : Time elapsed during the read operation is: 00:00:00.004

Bootloader Version

[ Ask Al
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m STM32CubeProgrammer

- :
s> 0 Data Information Notice !

— e ;
== FErasing & Programming

Erase external memory

File path \ 70\N6_KB\LED_ToggIe\_S1M3ECube|DE\FSBL\Debu&\Project-trusted.bwn l' ‘ Browse

@ Note for sector indexes
Start address 0x70000000
Skip flash erase before programming
Verify programming |:| Full Flash memory checksum
: Run after programming
Start Programming
tomatic Mo
__ | Full chip erase
- _
Log Live Update  Verbosity level (@ 1 2 3

T T T TR TIPS T YA WA T F U TEEAT P

TIP: you might need to power cycle the board in case a failure message appears when clicking

[Start Programming].

To validate the entire process worked, disconnect from the STM32CubeProgrammer. Then switch
BOOT1 to 0 and reset the board. This ensures that the boot ROM uses the external memory and the
green LED should blink.

2.2 Second demo with FSBL and application

Now that we concluded the process to run our simple code from the FSBL, it's time to implement the
second example. This example consists of having the FSBL to copy the application content from the

external FLASH to internal RAM, and executing the code from there.

2.2.1 Configure the XSPIl and XSPIM

Using the same STM32CubeMX project, locate the [XSPIM] under the [Connectivity] menu on the left and

select it to run during the [FSBL] and have the [Direct] mode selected:

XSPIM Mode and Configuration

D D I:] Buntime conteydic:
| o o First Stage Boot Loader Application External Memory Loader
O (| O O O
e U U Direct (XSPI1 to Port1, XSPI2 to Port2, XSPI3 not used)
— O 0 —
[y Port2)
A Fort1)
Multimedia 2
Security ?
Computing > 4
| 7 Ask Al
Middieware and Software Packs > i

Warninn- Thie narinharal hae nA naramatare tn ha ranfinirad

The OCTOSPI flash memory has the following characteristics: 1 Gbit, 1.8 V, 200 MHz, DTR, read w ,.
writing. It is connected to the OCTOSPI interface of the STM32N657X0H3Q microcontroller on the
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STM32N6570-DK board on XSPI2. With that information, go to XSPI2 to configure the peripheral

according to the hardware available:

& xspi2

v XSPIM

Mulimedia

Security

Pinout & Configuration

Clock Configuration

l| |IDDDDDDDDDDDDDDD[

DDIDDDDDDDDDDDDDDDD[

a

RIF Project Manager
v Software Packs v Pinout
XSPI2 Mode and Configuration

4 Pinout view

Runtime contexts:

First Stage Boot Loader Application External Memory Loader
O [}
Mode|Octo SPI ]
Port[Pori2 Octo ]

HyperBus(TiM) 1.8V Inverted Clock |Disable ‘

Chip Select Override[NCS1 — Port2

~ Generic

Fifo Threshold 4

Memory Mode Disable

Memory Type Macronix

Memory Size 1 GBits

Chip Select High Time Cycle 1

Free Running Clock Disable

Clock Mode Low (Top view)
Wrap Size Not Supported

Clock Prescaler o

As for the [Parameter Settings], look carefully at the image below:

[ Ask Al
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Configuration

Reset Configuration

& NVIC Settings

& DMA Settings

& Parameter Settings

Configure the below parameters :

Q ©® ©
~ Generic

Fifo Threshold

Memory Mode

Memory Type

Memory Size

Chip Select High Time Cycle
Free Running Clock
Clock Mode

Wrap Size

Clock Prescaler

Sample Shifting

Delay Hold Quarter Cycle
Chip Select Boundary
Maximum Transfer
Refresh Rate

Memory Select

A4
Disable
Macronix

1 GBits

1

Disable

Low

Mot Supported
0

MNone

Enable
Disabled

0

0

NC51

Switching Duration Clock Number 1

2.2.2 Configure the EXTMEM_MANAGER

The next step is locating the [Middleware and Software Packs] in the [Categories]. Expand the
[EXTMEM_MANAGER]. Add the FSBL and activate it using the following settings:

[ Ask Al
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Pinout & Configuration

Categories

Clock Configuration

w Software Packs

RIF

v Pinout

EXTMEM_MANAGER Mode and Configuration

Security

Computing

Middleware and Software Packs

a

FSBL  Appli
L]

XM L OADER

& EXTMEM_MANAGER

PEEEEEE

I-CUBE-wolfSSL

=

oo
oo

[¥] X-CUBE-AI
[¥] X-CUBE-DPower
[¥] X-CUBE-EEPRMA1

[
-

€3 X-CUBE-NFC7

©

L]

£} X-CUBE-SFXS2LP1
[#] X-CUBE-TCPP

]

s

ExtMe...

[LRUN source address offset] = 0x00100000

[LRUN source code size] = 0x10000

[LRUN destination address] = 0x34000000

In the [Memory 1] tab, ensure its as follows:

Runtime contexts:
First Stage Boot Loader

Activate External Memory Manager

Ap!lication

External Memory Loader

Configuration

~ Boot
Select boot code generation
Selection of the boot system
~ LRUN source
select the source memory
source address offset
source code size
~ LRUN destination
selection of the memory
destination address

Load and Run

Memory 1
0x00100000 hex
0x10000 hex

Internal Memory
0x34000000 hex
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{@} EXTMEM_MANAGER Mode and Configuration |

)

Computing >
Middleware and Software Packs ha

5 FSBL  Appli ExtMe..
(]

EXTMEM_LOADER

G EXIMEMMANAGER || | v |
O

OEEEEEE

HCUBE-wolfSSL

=

4] X-CUBE-AI

[¥] X-CUBE-DPower
(4] X-CUBE-EEPRMA1
i

£} X-CUBE-NFCT

]

£} X-CUBE-SFXS2LP1
(4] X-CUBE-TCPP

L

Trace and Debug ?

Runtime contexts:
First Stage Boot Loader Application External Memory Loader

Activate External Memory Manager

Configuration

Reset Configuration

Configure the below parameters :

Qfseacncih) | @ © 0
~ Select driver

Select the memaory driver EXTMEM_NOR_SFDP
~ Configuration

Memory Instance XSPI2

Number of memory data line

Number of memory data line

Number of memory data line I
Parameter Description:

2.2.3 Configure the XSPI clock

The last step for the XSPl is to configure its clock. For this example, we will set the XPI2 clock to 50 MHz.
To achieve higher speeds up to the 200 MHz supported by this serial NOR FLASH, you need to make

changes to OTP for I/O speed optimization,

which is not covered in this article. Go to the [Clock

Configuration] tab and have the IC3 as the source for the XSPI2 and type 50 and press enter for the

clock to be automatically adjusted:

[ Ask Al
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~N

X5PH Source Mux

sk |

=
- I‘\.’!{'

- b To XSPI1 (MHz) )
— () XSPI2 Source Mux =

;\J HCLEK \\ =
v =

To XSPI2 (MHz) He

J

O
O
®

O

To XSPI3 (MHz)

,
3
y

I=

™

2.2.4 Code generation and build

Now that we are done with the XSPI, it is time to add the [APPLI] checkbox in the [Project Manager]
tab, so the application project can be created:

[ STM32CubeMX LED_Toggle.ioc*: STM32NG57X0HXQ -
>
STth’}:t;V' File Window Help @ nu X O @ k 'E
ubelv
STM32N657X0HxQ LED_Toggle.ioc - Project Manager GENERATE CODE
Pinout & Configuration Clock Configuration Project Manager

Project Settings
Project Name LLED_Toggle ‘
Project Location ‘ Browse
Project Structure FSBL [ ExtMemLoader

Application Structure ‘Advamced V‘ [J Do not generate the main()

Toolchain Folder Lacation ‘ ‘

Toolchain/IDE STM32CubelDE ~ Generate Under Root

Code Generator

And roll back to the [Pinout & Configuration] tab to change the [GPIO] LED pin to be assigned to the
application instead of the FSBL.:

[ Ask Al
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{C} GPIO Mode and Configuration ;
Configuration
System Core bt |Group By Peripherals ~ |
- FSBL  Application ExtMemL @ CPIO KSP & Features
CORTEX_M35_F...
CORTEX M55 S Search Signals
GPDMA ] v ] O [J Show only Modified Pins
GPIO
————— mm 6r10_lapio_JGpio
nia Applic... nfa Low Output... No puII Low GREE.. H
O O a
O O [
NVIC1_S_Applicat...
NVIC FSBL
O O O
RCC
O O
O O O
Analog 5 P01 Configuration :
Pin Context Assignement I Application ~ I
Timers »
GPIO output level |L0w e |
Connectivity 2
T s GPIO mode |Output Push Pul |
Security 5 GPIO Pull-up/Pull-down |No pull-up and no pull-down ~ |
Computing » Maximum output speed |L0w hd |

Proceed with the code generation for both projects.

In the _Appli project, locate the main.c file and add the toggle LED function call in its main loop:

/* USER CODE BEGIN WHILE */
while (1)

{
/* USER CODE END WHILE */

/* USER CODE BEGIN 3 */
HAL_GPIO TogglePin(GREEN_LED_GPIO_ Port, GREEN_LED Pin);
HAL_Delay(200);

}
/* USER CODE END 3 */

In the FSBL project, remove the previous user code portion in the main.c file, responsible for the LED
toggling we had in the first hands-on. Make sure to either change the #define
EXTMEM_HEADER_ OFFSET from 0x0 to 0x400 in the stm32_boot_Irun.c or define it in the

stm32_boot_Irun.h. The reason is that our application also has the 1 KB header, added by the script.

[ Ask Al
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B main.c B mainc B stm32 boot lrunc x

EXTMEM_HEADER_OFFSET
Ox460

defined (EXTMEM_LRUN_TS_ENABLE_NS) && (!def
|| !defi

2.2.5 Adding the header and programming the binaries

Build both projects, making sure the *.bin is created for both the _Appli and the _FSBL projects. Once the
build is done successfully, we perform the same step of calling the STM32CubeProgarmmer’s CLI in

each of the binaries respective folder to perform the signing. These are the commands:

FSBL:

"C:\Program
Files\STMicroelectronics\STM32Cube\STM32CubeProgrammer\bin\STM32 SigningTool CLI.exe
" -bin LED_Toggle FSBL.bin -nk -of 0x80000000 -t fsbl -o FSBL-trusted.bin -hv 2.3 -
dump FSBL-trusted.bin -align

Application:

"C:\Program
Files\STMicroelectronics\STM32Cube\STM32CubeProgrammer\bin\STM32 SigningTool CLI.exe
" -bin LED_Toggle Appli.bin -nk -of ©0x80000000 -t fsbl -o Appli-trusted.bin -hv 2.3
-dump Appli-trusted.bin -align

Use the same process using the STM32CubeProgrammer to program the FSBL at address 0x7000 0000
and the appli at address 0x7010 0000. Remember to have the STM32N6’s BOOT1 set to HIGH and resel

or power cycle the board before programming.

2.2.6 Validation

To see your application running, have the BOOT1 set to LOW, disconnect the progre ﬁ? Ask Al
cycle. Now, you have the green LED blinking with the code copied from the external tic.. .wernal
RAM by your custom FSBL!

,0
Conclusion g
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By understanding the FSBL layout and its main features, developers can effectively utilize the FSBL to

meet their specific needs. This article has provided a hands-on tutorial using the_.STM32N6570 discovery

kit. demonstrating how to implement and run applications directly from the FSBL and how to configure
the FSBL to load and run applications from external memory. By following these steps, developers can

ensure a smooth and efficient boot process for their STM32N6-based projects.

Related links

o User manual 3234: How to proceed with boot ROM on STM32N6 MCUs
o User manual 3249: Getting_started with STM32CubeN6 for STM32N6 series
o User manual 3300: Discovery kit with STM32N657X0 MCU

STM32CubeMX Bootloader STM32N6 series FSBL
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asdfasdf
Associate Ill - 1 year ago

Hi @B.Montanari ! Thanks a lot for this informative tutorial! Would you mind attaching the resulting project
to the article, and also the known-to-work binaries (FSBL and Appli, ideally both signed and without

header)?

| followed your guide but the Appli binary seems to not boot, and having these files would help me (and

probably others as well) debug the issue.

Thanks, Michael

I 1 m

@ B.Montanari AUTHOR ﬁf Ask Al

ST Technical Moderator - 1 year ago

Hi @asdfasdf, /.
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Thanks for the feedback!

How to create an STM32N6 FSBL load and run | Community

I've uploaded the entire source code for this particular article in our STM32 HotSpot github page> stm32-
hotspot/STM32N6_FSBL_Modes , hope it helps.

We also have the templates in the HAL driver repo, assuming the default installation folder, the template
should be

here> C:\Users\%username%\STM32Cube\Repository\STM32Cube_FW_N6_V1.0.0\Projects\STM32N65
70-DK\Templates\Template FSBL_LRUN

Let me know if you have any follow up questions.

Best Regards

Bruno

B.Montanari

i 1 m

flexiglass

Associate Il - 1 year ago

| had the same problem as the OP where the Appli binary wouldn't boot. Upon comparing the code shared
by Bruno on Github | noticed the clock for IC3 in XSPI2 was set to 32MHz instead of 50MHz as per this
guide. Once | set it to 32MHz and re-built, the Apply binary successfully booted. This change looks to have
also made the clock solver to adjust other clocks as well, albeit to different values than what is in the
Github repo.

= [caser " >cuments\STM32N6_FSBL_Modes\LoadAndRun!LoadAndRun.ioc V] v . [Clser bocuments\STM32Projects\LED Toggle\LED_Toggle.ioc
2/26/202510:43:53 PM 41,036 bytes  <default> * ANSI ¥ PC 2/26/202511:15:38 PM 41,240 bytes  <default> * ANSI v PC
'RCC.5PTGFreq_Value=32000068 Al 'RCC. SPT6Freq_Value=32000068
RCC.SYSBCLKFreq VALUE=564600860 RCC.SYSBCLKFreq VALUE=64680000
3 <3 RCC.SYSBCLKSource=RCC_SYSCLKSOURCE_IC2_IC6_TC11

RCC.SYSCCLKFreq VALUE=540060000 RCC. SYSCCLKFreq VALUE=420606000

RCC.SYSDCLKFreq_VALUE=540060000

RCC.TIMGFreq_Value=64000000
RCC.UARTAFreq_Value=32000000
RCC.UARTSFreq_Value=32000000
RCC.UART7Freq_value=32000000
RCC.UARTBFreq_value=32000000
RCC.UART9Freq_value=32000000
RCC.USART1@Freq_Value=3200000¢
RCC.USART1Freq_Value=32000000
RCC.USART2Freq_Value=32000000

RCC. SYSDCLKFreq_VALUE=430606000
RCC. TIMGDIV=RCC_TIMPRES_DIV2
RCC.TIMGFreq_Value=32600000
RCC.UARTAFreq_Walue=32000800
RCC.UARTSFreq_Walue=32020800
RCC.UART7Freq_value=32000000
RCC.UART8Freq_value=32000000
RCC.UART9Freq_value=32000000
RCC.USART1@Freq_vValus=32000000
RCC.USART1Freq_Value=32000000
RCC.USART2Freq_Value=32000000

RCC.USART3Freq_Value=32000000
RCC.USARTEFreq_Value=32000000
RCC.VCOL0utputFreq_Value=1600000000
RCC.VCO20utputFreq_Value=1600000000
RCC.VCO30utputFreq_Value=1600000000
RCC.VCO40utputFreq_Value=1600000000
RCC.VCOInputlFreq_Value=64086800
RCC.VCOInput2Freq_Value=64080800
RCC.VCOInput3Freq_Value=64080800
RCC.VCOInputdFreq_Value=64086800
RCC.XSPI1Freq Value=32008800

> RCC.XSPI2ClockSelection=RCC_XSPI2CLKSOURCE_IC3 @
RCC.XSPI2Freq Value=52080800
RCC.XSPI3Freq Value=32088000

RCC.USART3Freq_value=32000000
RCC.USARTEFreq_Value=32000000
RCC.VCO10utputFreq_Value=1600060060
RCC.VCO20utputFreq Value=1600060060
RCC.VCO30utputFreq_Value=1600060060
RCC.VCO40utputFreq_Value=1600060060
RCC.VCOInputiFreq Value=64860060
RCC.VCOInput2Freq Value=64860060
RCC.VCOInput3Freq Value=64860060
RCC.VCOInputdFreq_Value=64860060
RCC.XSPI1Freq Value=32000008

(NI

RCC.XSPI2Freq Value=32600806
RCC.XSPI3Freq_Value=32020800

2P
. m [T Ask Al

asdfasdf
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e Associate Il - 1 year ago

@flexiglass In my case the problem wasn't the XSPI2 clock (that works for me at 50 MHz as in the
tutorial), but the SYSB clock (which feeds the AXI). | had this running at 400 MHz
whereas @B.Montanari uses just 64 MHz. Lowering SYSB to 64 MHz made it work for me, and it also

continues to work even if | increase the CPU clock (SYSA) to 600 MHz.

| have no idea why it is so sensitive to the SYSB clock, as that should not really have to do anything with
the external flash | guess? | have the exact same problem when doing XIP instead of LRUN and asked
about it here, sadly without an answer so far. This is pretty disappointing, as the MCU is dead-slow with
RAM running at just 64 MHz...

» B.Montanari AUTHOR
Y ST Technical Moderator - 1 year ago
Hi @flexiglass and @asdfasdf,

I've just made some changes in the *.ioc file to run the CPU at 600MHz, AXISRAM at 400MHz and kept
the IC3 (XSPI2) at 50MHz. Please see the attached *.ioc. In this version I've also added the ICACHE and
DCACHE plus the MPU settings, so we should have the fastest performance results without going into
overdrive mode, which allows the core to go up to 800MHz. The zip for the changed project is

here> STM32N6_FSBL_Modes/LoadAndRun/LoadAndRun_600MHz.7z at main - stm32-
hotspot/STM32N6_FSBL_Modes

I'm planning on writing a quick article on the overdrive and another one on the OTP programming, so |
could detail more on how to change the settings to get a higher clock on the XSPI2 in a reliable manner as

well. I'll have a code example for that as well once I'm done.

Hope this helps and don't forget to change the #define EXTMEM_HEADER_OFFSET to 0x400 after code

generation.

The final comment, if you want to avoid always using the CLI, you can have it as a post build command.:.
Go to the project properties, C/C++ Build, Settings then type this command in the Build Steps tab under
the Post-build steps:

cd "${ProjDirPath}/Debug" && echo y | "C:\Program
Files\STMicroelectronics\STM32Cube\STM32CubeProgrammer\bin\STM32_SigningTool_CLl.exe" -bin

"${ProjName}.bin" -nk -of 0x80000000 -t fsbl -0 "${ProjName}-Trusted.bin" -hv 2.3 -dv" & 2}-
- D Ask Al
Trusted.bin
You can use the same command for the Appli and FSBL projects.
4
Best Regards 4
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B.Montanari

asdfasdf
Associate Ill - 1 year ago

Hi @B.Montanari , thank you very much for your help in resolving this issue! Sadly, even flashing the

How to create an STM32N6 FSBL load and run | Community

compiled binaries that you uploaded the board does not start (that is, no blinking LED). I'm starting to

suspect something might be wrong with my Discovery board, or that this is due to differing OTP fuse

configurations. | have not changed anything in this regard but am using the Discovery board exactly in the

state | bought it.

| have attached an Export of the OTP settings generated by CubeProg - would you mind doing the same

for your board (where this is apparently working) and diffing with mine to see whether there are any

differences?

Also, | attached three photos showing the exact hardware revision of the Discovery board and MCU - it

would be great if you could check this against your version as well, just to make sure I'm not having a

broken hardware revision or something like that.

Thank you very much!

Best regards, Michael

Name | Word | Value | Status | Lock

e mmmmmmm——————- e mmmmmmm——————-

OTP_HW_WORD® | OTPO | ©OxAAAA5555 | ©x40000000 | Yes
OTP_HW_WORD1 | OTP1 | Ox0000000F | 0x00000000 | No
OTP_HW_WORD2 | OTP2 | Ox00000000 | ©x00000000 | No
OTP_HW_WORD3 | OTP3 | ©x00000000 | 0x00000000 | No
OTP_HW_WORD4 | OTP4 | Ox000OFOFF | ©x00000000 | No

IDO | OTP5 | Ox@044002E | 0x40000000 | Yes
ID1 | OTP6 | Ox4236500FE | Ox40000000 | Yes
ID2 | OTP7 | ©Ox@036324E | 0x40000000 | Yes

OTP_RPN_OPTION |
OTP_RPN_CODING |
BOOTROM_CONFIG_1
BOOTROM_CONFIG_2
BOOTROM_CONFIG_3
BOOTROM_CONFIG_4
BOOTROM_CONFIG_5
BOOTROM_CONFIG_6
BOOTROM_CONFIG_7
BOOTROM_CONFIG_8
BOOTROM_CONFIG_9

OTP8 | OXFFFFFFFF | ©x40000000 | Yes
OTP9 | 0x00002000 | ©x40000000 | Yes

OTP10
O0TP11
0TP12
OTP13
0TP14
OTP15
OTP16
OTP17
OTP18

0x00030103
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

0Xx00000000
0Xx00000000
0Xx00000000
0Xx00000000
0Xx00000000
0Xx00000000
0Xx00000000
0Xx00000000
0Xx00000000

No
No
No
No
No
No
No
No
No
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BOOTROM CONFIG 10 | OTP19 | 0x00000000 | ©x00000000 | No
BOOTROM_CONFIG_11 | OTP20 | 0x00000000 | ©x00000000 | No
BOOTROM_CONFIG_12 | OTP21 | 0x00000000 | 0x00000000 | No
BOOTROM CONFIG 13 | OTP22 | 0x00000000 | ©x00000000 | No
BOOTROM_CONFIG_14 | OTP23 | Ox36FC814F | 0x40000000 | Yes
BOOT _TZ_EPOCHO | OTP24 | 0x00000000 | 0x00000000 | No
BOOT _TZ_EPOCH1 | OTP25 | 0x00000000 | ©x00000000 | No
BOOT_TZ_EPOCH2 | OTP26 | 0x00000000 | 0x00000000 | No
BOOT TZ EPOCH3 | OTP27 | ©x00000000 | ©x00000000 | No
BOOT_TZ_EPOCH4 | OTP28 | 0x00000000 | ©x00000R0 | No
BOOT_TZ_EPOCH5 | OTP29 | 0x00000000 | 0x00000000 | No
BOOT _TZ_EPOCH6 | OTP30 | 0x00000000 | ©x00000000 | No
BOOT_TZ_EPOCH7 | OTP31 | 0x00000000 | ©x00000000 | No
BOOT_NS_EPOCHO | OTP32 | 0x00000000 | 0x00000000 | No
BOOT _NS_EPOCH1 | OTP33 | 0x00000000 | ©x00000000 | No
BOOT_NS_EPOCH2 | OTP34 | 0x00000000 | 0x00000000 | No
BOOT _NS_EPOCH3 | OTP35 | 0x00000000 | ©x00000000 | No
BOOT _NS_EPOCH4 | OTP36 | 0x00000000 | ©x00000000 | No
BOOT_NS_EPOCH5 | OTP37 | 0x00000000 | 0x00000000 | No
BOOT _NS_EPOCH6 | OTP38 | 0x00000000 | ©x00000000 | No
BOOT_NS_EPOCH7 | OTP39 | 0x00000000 | 0x00000000 | No
available to customer | OTP40 | ©x00000000 | ©x00000000 | No

available to customer | OTP41 | ©x00000000 | 0x00000000 |
available to customer | OTP42 | ©x00000000 | 0x00000000 |
available to customer | OTP43 | Ox00000000 | ©x00000000 |
available to customer | OTP44 | ©x00000000 | 0x00000000 |
available to customer | OTP45 | ©x00000000 | ©x00000000 |
available to customer | OTP46 | ©x00000000 | 0x00000000 |
available to customer | OTP47 | ©x00000000 | ©x00000000 |
available to customer | OTP48 | ©x00000000 | ©x00000000 |
available to customer | OTP49 | Ox00000000 | 0x00000000 |
available to customer | OTP50 | ©x00000000 | 0x00000000 |
available to customer | OTP51 | Ox00000000 | ©x00000000 |
available to customer | OTP52 | ©x00000000 | 0x00000000 |
available to customer | OTP53 | ©x00000000 | ©x00000000 |
available to customer | OTP54 | Ox00000000 | 0x00000000 |
available to customer | OTPS55 | ©x00000000 | ©x00000000 |
TAMP_EN | OTP56 | 0x00000000 | 0x00000000 | No

TAMP_CFM | OTP57 | ©x00000000 | 0x00000000 | No

TAMP_CFG | OTP58 | ©x00000000 | 0x00000000 | No
available to customer | OTP59 | Ox00000000 | ©x00000000 |
available to customer | OTP60 | ©x00000000 | Ox00000000 |
available to customer | OTP61 | ©x00000000 | ©x00000000 |
available to customer | OTP62 | ©x00000000 | 0x00000000 |
available to customer | OTP63 | ©x00000000 | ©x00000000 |
available to customer | OTP64 | ©x00000000 | ©x00000000 |
available to customer | OTP65 | ©x00000000 | 0x00000000 |
available to customer | OTP66 | ©x00000000 | ©x00000000 |
available to customer | OTP67 | Ox00000000 | ©x00000000 |
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available
available
available
available
available
available
available
available
available
available
available
available
available
available
available
available
available
available
available
available
available
available
available
available
available
available
available
available
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved

to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to
to

customer
customer
customer
customer
customer
customer
customer
customer
customer
customer
customer
customer
customer
customer
customer
customer
customer
customer
customer
customer
customer
customer
customer
customer
customer
customer
customer
customer

OTP68
0TP69
0TP70
O0TP71
0TP72
OTP73
OTP74
OTP75
OTP76
oTP77
OTP78
OTP79
0TP80
OTP81
0TP82
0TP83
0TP84
OTP85
OTP86
OTP87
OTP88
OTP89
0TP90
0TPO91
0TP92
0TP93
0TP94
OTP95

0TP96 | ©x1F38978A
0TP97 | ©x00251132
OTP98 | ©x00000130
OTP99 | 0©x00007889

0TP100 | ©x00000000
0TP101 | ©x00000000
0TP102 | ©x00000000
0TP1@3 | OxC57E7E55
0TP104 | ©0x00000000
0TP105 | ©x00000000
0TP106 | Ox46523E53
0TP107 | ©x00000000
0TP108 | ©x00000000
0TP109 | ©x00000000
0TP110 | ©x00000718
0TP111 | ©x000000E0
0TP112 | ©x00000000
0TP113 | 0x00763331
0TP114 | ©x80000249
0TP115 | ©x00000000
0TP116 | ©x00000000
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0Xx00000000
0x00000000
0Xx00000000
0Xx00000000
0x00000000
0Xx00000000
0x00000000
0Xx00000000
0Xx00000000
0x00000000
0Xx00000000
0Xx00000000
0x00000000
0Xx00000000
0x00000000
0Xx00000000
0Xx00000000
0x00000000
0Xx00000000
0Xx00000000
0x00000000
0Xx00000000
0Xx00000000
0Xx00000000
0Xx00000000
0x00000000
0Xx00000000
0Xx00000000
0x40000000
0x40000000
0x40000000
0x40000000

0x00000000
0x00000000
0Xx00000000
0x40000000
0x40000000
0x40000000
0x40000000
0Xx00000000
0x00000000
0x00000000
0x40000000
0x40000000
0x00000000
0x40000000
0x00000000
0x40000000
0x00000000

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
Yes
Yes
Yes
Yes

No

No

No

Yes

Yes

Yes

Yes

No

No

No

Yes

Yes

No

Yes

No

Yes

No
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Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

I
I
| Yes
| Yes
| Yes
| Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

No
No
No
No

Reserved | OTP117 | 0x00000000 | ©x00000000 | No
Reserved | OTP118 | ©x00000000 | 0x00000000 | No
Reserved | OTP119 | 0x00000000 | 0x00000000 | No
Reserved | OTP120 | ©x3047C60E | 0x40000000 | Yes
Reserved | OTP121 | ©x013B8079 | 0x40000000 | Yes
Reserved | OTP122 | ©x93C0078C | ©x40000000 | Yes
Reserved | OTP123 | @x9EQ87777 | 0x40000000 | Yes
HCONF1 | OTP124 | 0x00018000 | 0x00000000 | No
Reserved | OTP125 | Ox00000000 | 0x40000000 | Yes
Reserved | OTP126 | ©x00000000 | 0x40000000 | Yes
Reserved | OTP127 | 0x00000000 | 0x40000000 | Yes
STM32_CERTIF@ | OTP128 | OxCOEF8743 | 0x40000000
STM32_CERTIF1 | OTP129 | ©x56A778B1 | 0x40000000
STM32_CERTIF2 | OTP130 | OxFO80A19E | 0x40000000
STM32_CERTIF3 | OTP131 | ©xFSFAQE42 | 0x40000000
STM32_CERTIF4 | OTP132 | @xC7DD2450 | 0x40000000
STM32_CERTIF5 | OTP133 | Ox6EQBO1B1 | 0x40000000
STM32_CERTIF6 | OTP134 | ©x0B1FC481 | 0x40000000
STM32_CERTIF7 | OTP135 | ©x3D40305F | 0x40000000
STM32_CERTIF8 | OTP136 | Ox9A7662EE | 0x40000000
STM32_CERTIF9 | OTP137 | ©x7EA6323A | 0x40000000
STM32_CERTIF10 | OTP138 | Ox@5BF7294 | 0x40000000
STM32_CERTIF11 | OTP139 | OxF85EQ1B4 | 0x40000000
STM32_CERTIF12 | OTP140 | 0x105B9B8SA | 0x40000000
STM32_CERTIF13 | OTP141 | 0x30769158 | ©x40000000
STM32_CERTIF14 | OTP142 | OxFAEEBD72 | 0x40000000
STM32_CERTIF15 | OTP143 | 0x71DE1DO5 | 0x40000000
STM32PUBKEY® | OTP144 | 0x151AA162 | 0x40000000 |
STM32PUBKEY1 | OTP145 | Ox1FC421F5 | 0x40000000 |
STM32PUBKEY2 | OTP146 | ©xC@99CF18 | 0x40000000 |
STM32PUBKEY3 | OTP147 | ©x5017C2A9 | 0x40000000 |
STM32PUBKEY4 | OTP148 | OXEE5462AE | 0x40000000 |
STM32PUBKEY5 | OTP149 | Ox7E691775 | 0x40000000 |
STM32PUBKEY6 | OTP150 | OxCC771020 | 0x40000000 |
STM32PUBKEY7 | OTP151 | ©x275B9E70 | 0x40000000 |
STM32PUBKEY8 | OTP152 | Ox4CE648A4 | 0x40000000 |
STM32PUBKEY9 | OTP153 | Ox8BF2D84C | 0x40000000 |
STM32PUBKEY10 | OTP154 | ©xCEFQE429 | 0x40000000
STM32PUBKEY11 | OTP155 | ©x855984EB | 0x40000000
STM32PUBKEY12 | OTP156 | ©x1A63ESDC | 0x40000000
STM32PUBKEY13 | OTP157 | ©x47B71FAE | 0x40000000
STM32PUBKEY14 | OTP158 | 0x4644432D | 0x40000000
STM32PUBKEY15 | OTP159 | ©x5BOB721A | 0x40000000
OTP_ROT_HASHO | OTP160 | 0x00000000 | 0x00000000 | No

OTP_ROT_HASH1 | OTP161 | ©x00000000 | 0x00000000
OTP_ROT_HASH2 | OTP162 | 0x00000000 | ©x00000000
OTP_ROT_HASH3 | OTP163 | 0x00000000 | 0x00000000
OTP_ROT_HASH4 | OTP164 | 0x00000000 | ©x00000000
OTP_ROT_HASH5 | OTP165 | 0x00000000 | ©x00000000

No
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OTP_ROT_HASH6 | OTP166 | 0x00000000 | ©x00000000 | No
OTP_ROT_HASH7 | OTP167 | 0x00000000 | 0x00000000 | No

ST_RSSE_EDMK_DERIV_CSTE_FUSE | OTP168 | Ox4FB6E1AQ | 0x40000000 | Yes

OTP_MAC1_ADDR_LOW | OTP169 | 0x00000000 | 0x00000000 | No

OTP_MAC1_ADDR_HIGH | OTP170 | ©x00000000 | 0x00000000 | No

OTP_MAC2_ADDR_LOW | OTP171 | ©x00000000 | 0x00000000 | No

OTP_MAC2_ADDR_HIGH | OTP172 | ©x00000000 | 0x00000000 | No
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OTP175
0TP176
O0TP177
0TP178
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0TP180
0TP181
0TP182
0TP183
0TP184
OTP185
0TP186
0TP187
0TP188
0TP189
0TP190
0TP191
0TP192
0TP193
0TP194
OTP195
0TP196
0TP197
OTP198
0TP199
0TP200
0TP201
0TP202
0TP203
0TP204
0TP205
0TP206
0TP207
0TP208
0TP209
0TP210
0TP211
0TP212
0TP213
0TP214

0Xx00000000
0Xx00000000
0Xx00000000
0Xx00000000
0Xx00000000
0x00000000
0Xx00000000
0Xx00000000
0Xx00000000
0Xx00000000
0x00000000
0Xx00000000
0Xx00000000
0Xx00000000
0Xx00000000
0Xx00000000
0Xx00000000
0Xx00000000
0Xx00000000
0Xx00000000
0Xx00000000
0Xx00000000
0Xx00000000
0x00000000
0Xx00000000
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OTP_RMA_LOCK_PSWD®@ |
OTP_RMA_LOCK_PSWD1 |
OTP_RMA LOCK_PSWD2 |
OTP_RMA_LOCK_PSWD3 |

OEM Secrets
OEM Secrets
OEM Secrets
OEM Secrets

available
available
available
available

| OTP215 | 0x00000000
| 0TP216 | ©x00000LO
| OTP217 | 0x0000000
| 0TP218 | 0x00000L0
| OTP219 | 0x0000000
| OTP220 | 0x0000000
| 0TP221 | 0x00000L0
| 0TP222 | 0x0000E00
| OTP223 | 0x00000000
| 0TP224 | 0x0000000
| OTP225 | 0x00000000
| OTP226 | 0x00000L0
| OTP227 | 0x00000000
| OTP228 | 0x00000L0
| 0TP229 | 0x0000000
| OTP230 | 0x00000000
| OTP231 | 0x00000000
| 0TP232 | ©0x00000000
| OTP233 | 0x00000000
| 0TP234 | 0x00000000
| OTP235 | 0x0000000
| OTP236 | 0x0000000
| 0TP237 | ©0x00000000
| 0TP238 | 0x0000000
| OTP239 | 0x00000000
| 0TP240 | ©0x00000000
| OTP241 | 0x00000000
| OTP242 | 0x00000000
| 0TP243 | 0x00000000
| OTP244 | 0x00000000
| 0TP245 | ©0x00000000
| OTP246 | 0x00000000
| OTP247 | 0x00000000
| 0TP248 | ©0x00000000
| OTP249 | 0x00000000
| OTP250 | 0x00000000
| OTP251 | ©x00000000
| OTP252 | 0x00000000
| OTP253 | 0x00000000
| OTP254 | 0x00000000
| OTP255 | 0x00000000
OTP256 | ©x00000000
OTP257 | 0x00000000 |
OTP258 | 0x00000000 |
0TP259 | 0x00000000 |
to customer | OTP260 |
to customer | OTP261 |
to customer | OTP262 |
to customer | OTP263 |

0x00000000
0x00000000
0x00000000

OxC48FFC64

Ox8B94A062
Ox0B90O85FE
0x68B30CC5
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| 0x00000000 |

No
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0x40000000
0x40000000
0x40000000
0x40000000
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OEM Secrets available to customer | OTP362 | Ox00000000 | ©x00000000 | No
OEM Secrets available to customer | OTP363 | ©x00000000 | 0x00000000 | No

OEM_SECRET_FOR_CRYPTED_BOOT®
OEM_SECRET_FOR_CRYPTED_B0OOT1
OEM_SECRET_FOR_CRYPTED_B0OOT2
OEM_SECRET_FOR_CRYPTED_BOOT3

0TP364 | 0x00000000

0TP365 | 0x00000000
0TP366 | ©x00000000
0TP367 | ©0x00000000

rempane
oocoeoo00R

C) P3

MCO2

TP22
CSLEEP

0x00000000
0Xx00000000
0x00000000
0x00000000
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Ok, so | got it working, the problem was that even when running the XSPI flash at 50 MHz the "high speed
10 optimizations" should be enabled - see also this thread.

Thanks again @B.Montanari !

® &1 m

exarian

Associate Ill - 1 year ago

Thank you @B.Montanari and ST team for the great article!
Do you have an example that checks the integrity of the Appli signature on the FSBL?
For example what happens if an error occurred during the copy?

The FSBL should be able to recover this and try again. As a first step it could check that the hash of the file

in RAM matches that which was expected in the Header.

Looking through the LoadAndRun example it appears the Appli signature is ignored?

It appears the Application is copied from external flash to RAM, and then immediately executed, without

checking its integrity?

Thank you again for the write up!

Kind regards,

» B.Montanari AUTHOR
Y ST Technical Moderator - 1 year ago

Hi @exarian , thanks for the feedback!

[ Ask Al

Please see my comments below:

Q1: Do you have an example that checks the integrity of the Appli signature on the FSBL?
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C1: Currently we don't have any examples to cover that portion without using the Secure framework. Given
the higher complexity of the topic, it will be addressed in our wiki page instead. The content is under

creation, but will be here once available> Category:STM32N6 - stm32mcu

Q2: For example what happens if an error occurred during the copy?

C2: If an error happens during the copy, since there is no control or verification, it will execute the jump to

the copied region and eventually get a hardfault.
Q3: Looking through the LoadAndRun example it appears the Appli signature is ignored?
C3: Yes, the Appli signature is ignored in this example, the firmware is bypassing/ignoring the header.

Q4: It appears the Application is copied from external flash to RAM, and then immediately executed,
without checking its integrity?

C4: Correct, we can work on a code example that implements a small verification to ensure the copy is

properly made.
Thanks!

Best Regards

B.Montanari

i 1 M

exarian

Associate Ill - 1 year ago

Thank you @B.Montanari ,
| really appreciate that feedback and your answers.
| will keep an eye on the Wiki's. | am excited to see what comes next, looking forward to future updates!

Kind Regards,
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